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1 Introduction
data, | decoder

As new Internet technologies emerge, the ability to do full reg-
ular expression pattern matching on network packets to support
these new technologies is becoming increasingly important. Cur-
rent technologies that can benefit from high-speed pattern match-
ing are firewalls, network intrusion detection systems, virus scan- p,
ners, spam filters, and content-based routers. All of these tech- i ? 2 D
nologies are ruled-based scanners which have rule sets that are ! © ’
continually increasing in size. In combination with increasing
network speeds, it is becoming difficult for software based ap- Figure 2. Hybrid Chain for “aaabbbcccaa”
proaches to maintain the required network throughput. Thus is it
important to develop high-speed hardware-based pattern matchers . .

We present a reconfigurable hardware architecture for search-2‘1 Regular Expression Pattern Matching
ing for regular expression patterns in streaming data. This new
architecture is created by Combining two popu|ar pattern match- In addition to Strings, the hybl’ld architecture also has the abil-
ing techniques: a pipelined character grid architecture [1], and aity to match regular expression patterns. Among the supported
regular expression NFA architecture [2, 3, 4]. The resulting hy- regular expression operations @exo-or-moreone-or-nongone-
brid architecture can scale the number of input characters while Of-more andalternation An example of each of these operations

still maintaining the ability to scan for regular expression patterns. is shown in figure 3.
Both the zero-or-moreoperation (figure 3a) and thene-or-

. . more operation (figure 3b) require a feedback path that allows
2 Hybrid Architecture the hybrid chain to iteratively match repeating substrings. Ad-
ditionally, these two operations require that additional registers be
This section shows how to create the hybrid architecture which placed in that feedback path. The additional registers ensure that
is both scalable and capable of scanning for full regular expres- the pipelined character grid has enough time to receive the charac-
sions. String detectors in the hybrid architecture consists of chainsters required for the next iteration of the regular expression oper-
of pipelined 4-input AND gates. The output of each stage of the ation. Note that the total number of registers required in the feed-
pipeline is asserted when all of its input characters are present andack path is equal to the number of characters involved in the given
the output of the previous stage is asserted. In a system withregular expression operation. For example, in figure 3a the regu-
a single character wide input bus, a pipelined character grid is lar expression “aaa(abc)*cc” contains thero-or-moreoperation.
used to buffer characters as they enter the system. Figure 1 illus-The number of characters included in thero-or-moreoperation
trates the pipelined character grid for the hybrid architecture. Fig- is three. This means that the total number of registers required in
ure 2 shows the chain structure required for matching the eleventhe feedback path is also three.
character pattern “aaabbbcccaa”. Because some of the pipelin- The regular expression operations in figure 3c is dhe-or-
ing is moved from the character grid into the pipelined chain, the noneoperation. This operation does not include a feedback loop,
pipelined character grid can actually be shorter than the length ofbut it does require additional registers similar to #eeo-or-more
the pattern. andone-or-moreoperations. Again, the number of additional reg-
isters required is equal to the number of characters included in the

Figure 1. Pipeline for grid/chain hybrid
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Figure 3. Hybrid regular expression operations
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Figure 5. Four character wide pipeline
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Figure 6. Hybrid chain for “aa(bb)*cc”

More complex regular expression can be constructed using the
basic components for each of the regular expression operations.

An example using both theero-or-moreoperation and thalter-
nationoperation is shown in figure 4. Notice that the different size
substrings in thelternationoperation require a different number
of delay registers. Thus an extra D-flip-flop is inserted at the input
of the larger substring.

D5 _,]
Ay
Az —
a, —=

Ay
b; —»
Cy —»

B=Pst
B

7 = aaa(abc | ba)*cc

b3—>
Ay —m

Figure 4. Hybrid chain for “aaa(abc  |ba)*cc”

2.2 Scaling the Hybrid Architecture

The hybrid architecture can also be scaled while still maintain-
ing the ability to search for regular expression patterns. Scaling the
hybrid architecture requires the replication of logic to search for
patterns at all possible starting alignments. This section illustrates

on a four-character wide input bus. Though the architecture can
scale to larger bus widths. Figure 5 shows the four-character wide
pipeline that is used for the scaled regular expression pattern ex-
ample. The notationl;; represents the alphabet of decoded char-
acters{a;j;, bij, cij, ... }. Figure 6 shows the logic required for the
regular expression “aa(bb)*cc”. Note that similar logic structures
can be created for larger and more complex regular expressions.
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